
Edgile’s diagnostics provide fast insights 
answering tough CISO questions:

Technology Diagnostics with Benchmark and
Compliance Readiness Reporting

Edgile’s Technology Diagnostics are powered by Edgile’s iGRC Content Service and include multiple industry-specific 
mandates harmonized together to cover six categories of IT risk. 

Financial services institutions are under tremendous pressure to comply with regulatory standards and protect 
their clients’ data. Due to highly publicized data breaches, consumers have justified concerns surrounding the 
security of their personal data – even the most well-known brands are under fire. CISOs are under intense pressure 
to ensure these fears never become a reality, while simultaneously proving to their Boards and C-Suites that 
information security, risk management, and cybersecurity is being properly managed.

The barrier to entry preparing assessment materials, coupled with the need for expert guidance and instruction 
has left many organizations in a state of analysis paralysis. It can take tens of thousands of man hours to properly 
assess and diagnose a cybersecurity infrastructure. Edgile’s Technology Diagnostics Service accelerates the journey 
enabling your organization to more rapidly and credibly answer the hard questions. Our deep expertise coupled 
with an advanced toolset to rapidly collect information in a standardized and easy-to-understand format will 
enable you to provide professional reports to management on your capabilities, practices and configurations - 
with insights into compliance readiness and valuable peer group benchmarking comparisons. 
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How Diagnostics Work

One Diagnostic, Many Sources

About iGRC Content Services 
To help clients stay on top of constantly changing regulatory requirements, Edgile’s iGRC Content Service provides industry-specific 
harmonized laws and regulations, which integrate with existing client resources across the enterprise for insurance, banking, 
health and life sciences, retail and manufacturing, government and energy organizations.

                              12 CFR 30 Appendix B 
                              Interagency Guildelines 
                              Establishing Standards 
                              for Safeguarding 
                              Customer Information

          FFIEC Authentication in the 
          Internet Banking Environment

FFIEC - Supplement to Authentication 
in the Internet Banking Environment

FFIEC Cybersecurity 
Assessment Tool

FFIEC IT Examination 
Handbook Business 
Continuity Planning

FFIEC IT Examination 
Handbook Development 
and Acquisition

FFIEC IT Examination 
Handbook E-Banking

FFIEC IT Examination 
Handbook - Audit

FFIEC IT 
Examination 
Handbook Information 
Security (09-16)

FFIEC IT Examination 
Handbook Management 2015

FFIEC IT Examination Handbook 
Operations

FFIEC IT Examination Handbook: Supervision 
of Technology Service Providers (2012)

Sources

Select
Choose enterprise-appropriate 
diagnostics to perform from list

of over 100 options.

Configure
Set up diagnostics within 

existing GRC solutions such 
as Archer using Edgile’s 
standardized load tools.

Respond
Complete the diagnostics

answering yes or no 
to specific operating

environment questions.

Report
Send de-identified data 
to Edgile for benchmark 

and compliance reporting.

Select Edgile Diagnostics
Cloud/Hosted Customer-Facing Web Application
Cloud/Hosted Internal-Use Web Application
Cloud/Hosted Client-Server Application
On-Premise Customer-Facing Web Application
On-Premise Client-Server Application
On-Premise Internal-Use Web Application
Workstation Installed Application
Mainframe Application
Mobile Application
Database - SQL Server
Database - Oracle
Database - DB2
Endpoint - Laptop
Endpoint - ATM
Business Function
Business  Process  

Select Edgile Diagnostics
Threat and Vulnerability Management

Business Continuity Planning (BCP)
Disaster Recovery Planning (DRP)

Configuration Management
Change Management (CM)
Security Incident Response

Logging and Monitoring
Patch Management

Endpoint - Mobile Device
Endpoint - Workstation

Endpoint - Server
Enterprise Backup

Risk Assessment
Applications 
Infrastructure

Support Services 
Facilities 

EDGILE: WE SECURE THE MODERN ENTERPRISESM 

Edgile is the trusted cyber risk and regulatory compliance partner to the world’s leading organizations, 
providing consulting, managed services, and harmonized regulatory content. Our strategy-first approach 
optimizes IAM, GRC, and cybersecurity for both on-premise and cloud-based programs. By transforming 
risk into opportunity, we secure the modern enterprise through solutions that increase business 
agility and create a competitive advantage for our clients. 
 
Learn more at www.edgile.com


